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Preface
This volume contains the papers presented at CISIM 2012, the 11th International
Conference on Computer Information Systems and Industrial Management held
during September 26–28, 2012, in Venice.
CISIM provides a forum for researchers from all over the world to discuss ef-
fective software support for widespread use of information systems technologies.
The main focus of this edition was on data management in (possibly) untrusted
networks, addressing the issue of securing computer networks so as to ensure
reliable data management and delivery. The conference is supported by IFIP
TC8 Information Systems.
Topics covered by CISIM include network and application security models
and tools, security requirements deﬁnition and modelling, formal veriﬁcation
of security-relevant properties, security testing of legacy systems, data analy-
sis, biometric security, advanced biosignal processing and modelling, biometric
performance management, classiﬁcation and indexing of multimedia information
objects, multimedia security and protection, access control and data protection,
Web security, security of SaaS in cloud computing environments, software engi-
neering for cloud and ubiquitous computing, business process engineering and
execution support, data protection in ERP systems, industrial applications: gov-
ernment, ﬁnance, retail, etc.
This year, 80 papers were submitted to CISIM. The volume contains 35
papers selected by the Program Committee based on anonymous reviews and
discussions through EasyChair. The main selection criteria were relevance and
quality. Every paper was reviewed by two to ﬁve reviewers, and the articles pre-
sented in this volume were deeply improved based on the reviewers’ comments.
The CISIM program included three keynote lectures by Roy Maxion (Carnegie
Mellon University, USA), Pierpaolo Degano (University of Pisa, Italy), and
Young Im Cho (University of Suwon, Korea).
We would like to thank all the members of the Program Committee, and the
external reviewers for their dedicated eﬀort in the paper selection process. We
thank also the Honorary Chair of the conference, Ryszard Tadeusiewicz, and the
Organizing Committee Chair, Andrea Marin.
We thank SAP, our industrial sponsor; the Venice chapter of ISACA; the
DAIS Department of Ca’ Foscari University; the University of Calcutta; AGH
Krakow; the Polish Academy of Sciences; AICA; Kairos Consulting; and Venezia
Congressi.
VI Preface
We are also grateful to Andrei Voronkov, whose EasyChair system eased the
submission and selection process, and greatly supported the compilation of the
proceedings.
July 2012 Agostino Cortesi
Nabendu Chaki
Khalid Saeed
Slawomir Wierzchon´
Organization
Program Committee
Raid Al-Tahir University of the West Indies
Adrian Atanasiu University of Bucharest, Romania
Aditya Bagchi Indian Statistical Institute, India
Rahma Boucetta University of Sfax, Tunisia
Silvana Castano University of Milan, Italy
Nabendu Chaki University of Calcutta, India
Rituparna Chaki West Bengal University of Technology, India
Young Im Cho The University of Suwon, Korea
Sankhayan Choudhury University of Calcutta, India
Agostino Cortesi Universita` Ca’ Foscari Venezia, Italy
Dipankar Dasgupta The University of Memphis, USA
Pierpaolo Degano Universita` di Pisa, Italy
David Feng University of Sydney, Australia
Pietro Ferrara ETH Zurich, Switzerland
Riccardo Focardi Universita` Ca’ Foscari Venezia, Italy
Aditya Ghose University of Wollongong, Australia
Kaoru Hirota Tokyo Institute of Technology, Japan
Sushil Jajodia George Mason University, USA
Khalide Jbilou Universite´ du Littoral Coˆte d’Opale, France
Dong Hwa Kim Hanbat National University, Korea
Debajyoti Mukhopadhyay Maharastra Institute of Technology
Yuko Murayama Iwate Prefectural University, Japan
Nishiuchi Nobuyuki Tokyo Metropolitan University, Japan
Isabelle Perseil Inserm, France
Marco Pistoia IBM T.J. Watson Research Center, USA
Khalid Saeed AGH University of Science and Technology,
Krakow, Poland
Vaclav Snasel VSB-Technical University of Ostrava,
Czech Republic
Bernhard Steﬀen Univerity of Dortmund, Germany
Giancarlo Succi Free University of Bolzano/Bozen, Italy
Ryszard Tadeusiewicz AGH University of Science and Technology,
Krakow, Poland
Heinrich Voss Hamburg University of Technology, Germany
Slawomir Wierzchon´ Polish Academy of Sciences, Poland
VIII Organization
Additional Reviewers
Adamski, Marcin
Albanese, Massimiliano
Albarelli, Andrea
Almasi, Adela
Baranga, Andrei
Bergamasco, Filippo
Bhattacharjee, Debotosh
Bodei, Chiara
Bolosteanu, Iulia
Cai, Weidong
Chakrabarti, Amlan
Chanda, Bhabatosh
Constantinescu, Liviu
Costantini, Giulia
De Benedictis, Alessandra
Dinu, Liviu P.
Ferrari, Gian-Luigi
Grossi, Roberto
Hashizume, Ayako
Hristea, Florentina
Khodaei, Katayoun
Le, Meixing
Luccio, Fabrizio
Marin, Andrea
Montangero, Carlo
Morogan, Luciana
Mukherjee, Dipti Prasad
Murthy, C.A.
Olimid, Ruxandra
Orlando, Salvatore
Paraschiv-Munteanu, Iuliana
Rossi, Sabina
Roy, Samir
Rybnik, Mariusz
Sarkar, Anirban
Sengupta, Sabnam
Simion, Emil
Tabedzki, Marek
Tataram, Monica
Togan, Mihai
Torsello, Andrea
Xia, Yong
Zhang, Lei
Sponsors
Table of Contents
Invited Talks
Formalising Security in Ubiquitous and Cloud Scenarios . . . . . . . . . . . . . . 1
Chiara Bodei, Pierpaolo Degano, Gian-Luigi Ferrari,
Letterio Galletta, and Gianluca Mezzetti
Designing Smart Cities: Security Issues . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
Young Im Cho
Security, Access Control and Intrusion Detection
Certiﬁcate-Based Encryption Scheme with General Access Structure . . . . 41
Tomasz Hyla and Jerzy Pejas´
Security Margin Evaluation of SHA-3 Contest Finalists through
SAT-Based Attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
Ekawat Homsirikamol, Pawel Morawiecki, Marcin Rogawski, and
Marian Srebrny
Usage Control Model Speciﬁcation in XACML Policy Language:
XACML Policy Engine of UCON . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68
Um-e-Ghazia, Rahat Masood, Muhammad Awais Shibli, and
Muhammad Bilal
TIDS: Trust-based Intrusion Detection System for Wireless Ad-hoc
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80
Novarun Deb and Nabendu Chaki
Intruder Data Classiﬁcation Using GM-SOM . . . . . . . . . . . . . . . . . . . . . . . . 92
Petr Gajdosˇ and Pavel Moravec
Method for Identiﬁcation of Suitable Persons in Collaborators’
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101
Pavla Dra´zˇdilova´, Alisa Babskova, Jan Martinovicˇ,
Katerˇina Slaninova´, and Sˇteˇpa´n Minks
A Graph-Based Formalism for Controlling Access to a Digital Library
Ontology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111
Subhasis Dasgupta and Aditya Bagchi
Role Approach in Access Control Development with the Usage Control
Concept . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123
Aneta Poniszewska-Maranda
X Table of Contents
Pattern Recognition and Image Processing
A New Algorithm for Rotation Detection in Iris Pattern Recognition . . . 135
Krzysztof Misztal, Jacek Tabor, and Khalid Saeed
Outlier Removal in 2D Leap Frog Algorithm . . . . . . . . . . . . . . . . . . . . . . . . 146
Ryszard Kozera and Jacek Tcho´rzewski
Dynamic Signature Recognition Based on Modiﬁed Windows
Technique . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158
Rafal Doroz and Krzysztof Wrobel
Rigid and Non-rigid Shape Matching for Mechanical Components
Retrieval . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168
Andrea Albarelli, Filippo Bergamasco, and Andrea Torsello
Embedding of the Extended Euclidean Distance into Pattern
Recognition with Higher-Order Singular Value Decomposition of
Prototype Tensors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180
Boguslaw Cyganek
Biometric Applications
DTW and Voting-Based Lip Print Recognition System . . . . . . . . . . . . . . . 191
Piotr Porwik and Tomasz Orczyk
Advances in the Keystroke Dynamics: The Practical Impact of
Database Quality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 203
Mariusz Rybnik, Piotr Panasiuk, Khalid Saeed, and Marcin Rogowski
Advanced Intracardial Biosignal Processing . . . . . . . . . . . . . . . . . . . . . . . . . . 215
Marek Penhaker, Petr Klimes, Jakub Pindor, and David Korpas
Multi-constraints Face Detect-Track System . . . . . . . . . . . . . . . . . . . . . . . . . 224
Hazar Mliki, Mohamed Hammami, and Haneˆne Ben-Abdallah
Using a Diﬀerential Pressure Sensor as Spirometer . . . . . . . . . . . . . . . . . . . 236
Martin Augustynek, Ondrej Adamec, and David Micanik
Algorithms and Data Management
Hybrid Negative Selection Approach for Anomaly Detection . . . . . . . . . . . 242
Andrzej Chmielewski and Slawomir T. Wierzchon´
Spectral Clustering Based on k-Nearest Neighbor Graph . . . . . . . . . . . . . . 254
Malgorzata Lucin´ska and Slawomir T. Wierzchon´
A New Scale for Attribute Dependency in Large Database Systems . . . . . 266
Soumya Sen, Anjan Dutta, Agostino Cortesi, and Nabendu Chaki
Table of Contents XI
Left-Right Oscillate Algorithm for Community Detection Used in
E-Learning System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 278
Jan Martinovicˇ, Pavla Dra´zˇdilova´, Katerˇina Slaninova´,
Toma´sˇ Kocyan, and Va´clav Sna´sˇel
Plan and Goal Structure Reconstruction: An Automated and
Incremental Method Based on Observation of a Single Agent . . . . . . . . . . 290
Bartlomiej Jo´zef Dzien´kowski and Urszula Markowska-Kaczmar
On Spectral Partitioning of Co-authorship Networks . . . . . . . . . . . . . . . . . . 302
Va´clav Sna´sˇel, Pavel Kro¨mer, Jan Platosˇ, Milosˇ Kudeˇlka, and
Zdeneˇk Hora´k
An Eﬃcient Binary Playfair Algorithm Using a 4×4 Playfair Key
Matrix . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 314
Saswati Mukherjee, Matangini Chattopadhyay, Ayan Lahiri, and
Samiran Chattopadhyay
Tuning of a Knowledge-Driven Harmonization Model for Tonal
Music . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 326
Mariusz Rybnik and Wladyslaw Homenda
Eﬃcient Processing the Braille Music Notation . . . . . . . . . . . . . . . . . . . . . . 338
Tomasz Sitarek and Wladyslaw Homenda
Networking
ETSeM: A Energy-Aware, Trust-Based, Selective Multi-path Routing
Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 351
Manali Chakraborty and Nabendu Chaki
Weighted Energy Eﬃcient Cluster Based Routing for Wireless Sensor
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 361
Soumyabrata Saha and Rituparna Chaki
System Models and Risk Assessment
A Business Process Modeling Notation Extension for Risk Handling . . . . 374
Bartosz Marcinkowski and Michal Kuciapski
Modeling Consumer Decision Making Process with Triangular Norms . . . 382
Agnieszka Jastrzebska and Wladyslaw Homenda
Neural Network Modeling of a Flexible Manipulator Robot . . . . . . . . . . . . 395
Rahma Boucetta and Mohamed Naceur Abdelkrim
P Systems for Traﬃc Flow Simulation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 405
Jiˇr´ı Dvorsky´, Zbyneˇk Janosˇka, and Luka´sˇ Voja´cˇek
XII Table of Contents
Using Extended Raster File for Real Time Traﬃc Information
Mining . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 416
Michal Radecky´, Jan Martinovicˇ, Dusˇan Fedorcˇa´k,
Radek Tomis, and Ivo Vondra´k
A Comparative Study of Risk Assessment Methods, MEHARI &
CRAMM with a New Formal Model of Risk Assessment (FoMRA) in
Information Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 428
Imed El Fray
Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 443
